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DETAILED ACTION 

1. Claims 1 1-20 are pending and examined. 

Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1.1 14, including the fee set forth in 
37 CFR 1.17(e), was filed in this appHcation after final rejection. Since this application is eUgible 
for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) has been 
timely paid, the finality of the previous Office action has been withdrawn pursuant to 37 CFR 1.1 
14. Applicant's submission filed on 03/07/2006 has been entered. 

Response to Amendment 

3. AppKcant's amendment filed 03/07/2006 necessitated the new ground(s) of rejection 
presented in this Office action. Applicant's arguments with respect to claims 1 1-20 have been 
fiiUy considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 112 
The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

4. Claim 1 1 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

Claim 1 1 recites the limitation "the immediately preceding encryption/decryption" in line 

5. There is insufficient antecedent basis for this limitation in the claim. 
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Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claim 1 1-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over prior art of 

record, US Patent 5, 768,390 to Coppersmith et al. (hereinafter "Coppersmith") and further in 

view of US patent 6,330,675 to Wiser et al. (hereinafter" Wiser"). 

As per claim 11, Coppersmith discloses method of encryption and decryption (Abstract) 
carried out by a plurality of encryption/decryption modules arranged in series (col. 3, lines 29-33 
and Fig. 1 and 2), wherein each encryption/decryption module, different from the its preceding 
module, (col. 5, lines 34-49, and col. 1, lines 41-46). 

Coppersmith does not disclose that each module begins encryption/decryption operations 
before the immediately preceding encryption/decryption module has terminated its 
encryption/decryption operations. 

However, in an analogous art. Wiser discloses a device which securely decrypts and 
writes an encrypted digital file to a local recordable (Abstract), wherein decryption engine 
incrementally decrypts the encrypted digital file and an encryption engine then re-encrypts the 
decrypted portions to form an intermediary file (Wiser, col. 2, lines 20-41). Wiser fiirther teaches 
a second decryption engine which incrementally decrypts the intermediate file (i.e. the second 
decryption module (encryption/decryption module)) decrypts incrementally (i.e. begins 
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decryption before the first decryption/encryption module has terminated encryption/decryption 
operations )). 

It would have been obvious to one of ordinary skill in the art at the time the invention 
was made to incorporate the teachings of Wiser in the method/system of Coppersmith to have 
encryption/decryption module of Coppersmith begin encryption/decryption operations before the 
immediate preceding encryption/decryption module has terminated its encryption/decryption 
operations, as taught by Wiser's incremental encryption/decryption operations, with a motivation 
to have substantially less than all of the digital data in decrypted form at any instant , thus 
significantly reducing the risk of unauthorized copying of the digital data ( Wiser, col. 2, lines 
32-41). 

As per claim 12, Coppersmith as modified discloses method according to Claim 11, 
wherein a decryption module, different fi-om the inraiediately preceding module, begins 
decryption operations as soon as said module receives a part of the results of decryption 
operations firom the inmiediately preceding decryption module (Wiser, col. 2, lines 29-30, i.e. the 
second decryption engine incrementally decrypts the intermediate file). 

The examiner provides the same rationale as in claim 1 1 above to combine the teachings 
of Wiser with Coppersmith. 

As per claim 13, Coppersmith as modified discloses method according to Claim 1 1, 
wherein an encryption module, different firom the immediately preceding module, begins 
encryption operations as soon as said module receives a part of the results of encryption 
operations firom the immediately preceding encryption module (Wiser, col. 2, lines 26-28, the 



Application/Control Number: 10/069,714 Page 5 

Art Unit: 2131 

encryption engine re-encrypts (incrementally) the decrypted portions to form an intermediate 
file)). 

The examiner provides the same rationale as in claim 1 1 above to combine the teachings 
of Wiser with Coppersmith. 

As per claim 14, Coppersmith discloses method according to Claim 11, carried out by 
three modules wherein the central module operates with a secret symmetric key (Al, S, A2), 
(col. 6, lines 59-64 and item 710 of Fig. II three decipherment steps using Kl-k3) the central 
module (S) being of the type with secret symmetric key (k). (col. 6, lines 64-67/DES is a 
symmetric key encryption which uses the same keys for encryption/decryption). 
5. Claims 15-19 are rejected imder 35 U.S.C. 103 (a) as being unpatentable over 
Coppersmith and Wiser in view of prior art of record, Menezes, Van Orschot, Vanstone. Hand 
Book of Applied Cryptography, 1967, CRC Press, 5^^ Edition 283-291 (hereinafter "Menezes"). 

As per claim 15, the combination of Coppersmith and Wiser does not disclose but 
Menezes discloses method according to claim 14, wherein the first module and the last module in 
respect of encryption and in reversed order the last module and the first module in respect of 
decryption operate with an algorithm using asymmetric keys including a private key and a public 
key (Menezes page 286,8.4, where Menezes discloses using RSA for protecting messages sent 
over insecure channel using pubUc key to encrypt the message and private key to decrypt the 
message). 

Therefore, it would have been obvious to one ordinary skilled in the art at the time the 
invention was made to modify the combination of Coppersmith- Wiser system with the teaching 
of Menezes to use RSA algorithm in the encryption modules of Coppersmith- Wiser to substitute 
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for symmetric encryption modules to overcome the problem of exchanging the decryption keys 
securely while maintaining the same level of data confidentiality. Furthermore, using symmetric 
and asymmetric encryption on the same cipher makes it harder for attackers to obtain the private 
key. 

As per claimsl6 and 19, Menezes teaches using RSA as described in claim 15 where the 
private key is used for encryption and the public key is used for decryption (page 286, 8.1 and 
8.3). 

As per claim 17, Coppersmith as modified discloses method according to claim 16, 
wherein the first module and the last module use the same set of private and public keys (col. 4, 
lines 60 through col. 5, Une 7/first encryption is preformed using Kl and the last encryption is 
performed using the same Kl as well). 

As per claim 18, Coppersmith as modified discloses method according to Claim 16, 
wherein the first module and the last module use a different set of private and public keys (col. 6, 
line 59 through col. 7, line 7/the first module uses Kl and the last module uses K3 rather than 
Kl). 

6. Claim 20 is rejected imder 35 U.S.C. 103(a) as being unpatentable over Coppersmith and 
Wiser as applied to claim 1 1 above, and fiirther in view of prior art of record, Golstein et al. US 
Patent 6,128,735 (prior art of record). 

As per claim 20, the combination of Coppersmith and Wiser doe not disclose but 
Goldstein discloses method according to Claim 11, carried out by three encryption/decryption 
modules, wherein all three modules operate with asymmetric keys (Golstein discloses a method 
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for transferring data having different sensitivity level (see Abstract) where he teaches the using 
of encryption using RSA (col. 3, lines 53-66)). 

Therefore, it would have been obvious to one ordinary skilled in the art at the time the 
invention was made to modify coppersmith- Wiser method with the teaching of Goldstein to 
implement all the modules in the system to support asymmetric key encryption because using 
asymmetric key would eliminate the risk of the shared key being compromised during exchange 
by enabling the system to communicate securely with other systems by using their public keys. 
Additionally using asymmetric and symmetric keys in the system enables the system to provide 
backward capability with system that just provide one method for encryption decryption. 

Conclusion 

7. Prior arts made of record, not relied upon: 

US 5,365,589 to Gutowitz is directed to encryption/decryption and authentication using 
dynamic systems. 

US 5,548,648 to York-Smith discloses encryption method and system which provides a 
simple encryption method and system for encrypting data into plurality of control and encrypted 
data blocks. 

US 5,742,686 to Finley discloses device and method for dynamic encryption. 

US 5,933,501 to Leppek discloses virtual encryption scheme combining different 
encryption operations into compound mechanism. 

Us 6,240,183 to Merchant teaches a data encryption/decryption apparatus which includes 
plurality of encryption/decryption algorithms. 
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Any inquiry concerning this communication or earlier conununications from the 
examiner should be directed to Taghi T. Arani whose telephone number is (571) 272-3787. The 
examiner can normally be reached on 8:00-5:30 Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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